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Electronic Identification

. Introduction

This document will help you in the transition of our end of life products to the new range
Architect®.

It describes the mapping products and or manipulation steps performed to ensure the transition
to new references.
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l.  Equivalences
11,

Original Reference

LXS hybrid reader migration grid

New Compatible
Reference

Compatibility

Conditions

LXS-Rx1-A/BF0-xx

ARC-R31-I/BF5-xx

Total

LXS-Rx1-A/BF1-xx

ARC-R31-1/BF5-xx

Total with condition

SCB with SECard + import .spa &
BCA

LXS-Rx1-A/BF2-xx

ARC-R31-I/BF5-xx

Total with condition

SCB with SECard + import .spa &
BCA

LXS-Rx1-A/BF3-xx

ARC-R31-1/BF5-xx

Total with condition

SCB with SECard + import .spa &
BCA

LXS-Rx1-A/BF4-xx

ARC-R31-I/BF5-xx

Total with condition

SCB with SECard + import .spa &
BCA

LXS-Rx1-E/BF5-xx

ARC-R31-1/BF5-xx

Total

LXS-Sx1-E/BF5-xx

ARC-S31-I/BF5-xx

Total

LXS-Rx2-E/BF5-5AB

ARC-R32-1/BF5-xx

Total

LXS-Sx2-E/BF5-5AB

ARC-532-1/BF5-xx

Total

LXS-Rx3-E/BF5-7AB

ARC-R33-1/BF5-xx

Total

LXS-Sx3-E/BF5-7AB

ARC-S33-1/BF5-xx

Total

LXS-Rx3-E/BF5-7AA
+ INT-R33-E

ARC-Rx3-I/BF5-7AA
+ INT-R33-E

Total

LXS-Sx3-E/BF5-7AA
+ INT-E-7AA/7BB

ARC-5x3-I/BF5-7AA
+ INT-E-7AA/7BB

Total
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|1-2.

Original Reference

LXS reader migration grid

New Compatible

Compatibility

Conditions

LXS-R31-A/1A3-xx

Reference

ARC-R31-A/103-xx

Total

LXS-R31-A/PH1-xx

ARC-R31-A/PH5-xx

Total with condition

SCB with SECard + import .spa &
BCA

LXS-R31-A/PH1-2K

No

LXS-R31-A/PH1-2R

No

LXS-R31-A/PH4-xx

ARC-R31-A/PH5-xx

Total with condition

SCB with SECard + import .spa &

BCA
LXS-R31-A/PH2-2P ARC-R31-A/103-xx | Total with condition | >CB With SEcaé‘é; LR
LXS-R31-A/PH2-3T ARC-R31-A/103-3T Total .

ARC-R31-L/LE2-3T Total -
LXS-R31-A/2A3-3T

ARC-R31-A/103-3T Partial Not ISO 15693
LXS'R31'A/XO3'XX ARC'R31'L/LE2'XX TOtal -
2B-2H-3CB-3I-3CA ARC-R31-A/PH5-xx Partial Not ISO 15693
LXS-R31-A/103-2H ARC-R31-A/PHP-xx Total -

LXS-R31-A/102-2B

No

Not ISO 15693

LXS-R31-A/203-
2B-2H-3C-3I

No

Not ISO 15693

LXS-R3x-A/X03-5X

ARC-R32-L/LE2-5AB

Total with condition

Integrated protocol 5AB

ARC-R32-A/103-5AB

Partial

Not ISO 15693
+ Integrated protocol 5AB

LXS-R32-D/203-5K

ARC-R32-L/LE2-5AB

Total with condition

Integrated protocol 5AB

Not ISO 15693

ABEREPRAMIER) Fenial + Integrated protocol 5AB
LXS-R31-E/103-xx ARC-R31-A/103-xx Total -
LXS-R31-E/PH5-xx ARC-R31-A/PH5-xx Total -
LXS-S31-E/PH5-xx ARC-S31-A/PH5-xx Total -
LXS-R32-E/PH5-5AB ARC-R32-A/PH5-5AB Total -
LXS-S32-E/PH5-5AB ARC-532-A/PH5-5AB Total -
LXS-R33-E/PH5-7AB ARC-R33-A/PH5-7AB Total -
LXS-S33-E/PH5-7AB ARC-S33-A/PH5-7AB Total -
LXS-R33-E/PH5-7AA ARC-R33-A/PH5-7AA Total i
+ INT-R33-E + INT-R33-E
LXS-S33-E/PH5-7AA ARC-S33-A/PH5-7AA Total i
+ INT-E-7AA/7AB + INT-E-7AA/7AB
Not 2TA protocol on ARC +
LXS-R31-F/LE2-2TA ARC-R31-L/LE2-xx Partial SEGIC configuration for swap
reading
LXS-R31-F/LE2- ARC-R31-L/LE2-xx Total -

3La/3Lb/3i
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New Compatible
Reference

Compatibility
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Electronic Identification

Conditions

LXS-W32-A/PH1-5D

ARC-W32-A/PH5-5AA

Total with condition

Integrated SSCP protocol

LXS-W32-A/PH1-5M

No

SSCP =1 stop bit

LXS-W32-A/PH1-5V

ARC-W32-A/PH5-5AA

Partial

UID Master Mode (fn
autonomous)
+ integrated SSCP protocol

LXS-W3x-A/St1-5)

No

LXS-W32-D/PH3-5K

No

Not ISO 15693

LXS-W33-A/PH1-7B

ARC-W33-A/PH5-7AA

Total with condition

Integrated SSCP protocol

LXS-W3x-B/101-5i

No

LXS-W32-C/LE1-5E

ARC-W32-L/LE2-5AA

Total with condition

Integrated LEGIC SSCP protocol

(Remote Secure)

+ INT-E-xAA/7BB

LXS-W32-E/PH5-5AA | ARC-W32-A/PH5-5AA Total -
LXS-W33-E/PH5-7AA | ARC-W33-A/PH5-7AA Total :
LXS-W33-E/PH5-7AD | ARC-W33-A/PH5-7AD Total :
[XS-W33-E/PH5-7BB

+ INT-E-XAA/7BB Sl Total .

LXS-W32-F/Le2-5Le

ARC-W32-L/LE2-5AA

Total with condition

Integrated LEGIC SSCP protocol

LXS-W33-F/Le2-7Le

ARC-W33-L/LE2-7AA

Total with condition

Integrated LEGIC SSCP protocol

INT-E-xAA/7BB

+ INT-E-xAA/7BB

LXS-W32-E/PH5-5AA ARC-W32-A/PH5-5AA Total -
LXS-W33-E/PH5-7AA ARC-W33-A/PH5-7AA Total -
LXS-W33-E/PH5-7AD ARC-W33-A/PH5-7AD Total -
LXS-W33-E/PH5-7BB + ARC-W33-A/PH5-7BB Total -

27/06/2019

Readers Migration Version 2.1

Page 6 / 21

www.stid-security.com




Readers migration

LSTid

Electronic Identification

11-3.  LXE reader migration grid

Original Reference

New Compatible
Reference

Compatibility Conditions

Total with
ARC-R31-A/103-xx condition Larger gauge
LXE-R31-E/103-xx ARC1-R31-(A or B)/PH1-xx Tcgf]adli‘t"i’c')t: Configured for UID reading
Total with . .
ARC1-R31-(A or B)/PH5-xx condition Configured for UID reading
LXE-R31-E/PH5-xx ARC1-R31-(A or B)/PH5-xx Total -
LXE-S31-E/PH5-xx ARC1-S31-(A or B)/PH5-xx Total -
Total with
LXE-R32-E/PH5-5AB ARC-R32-A/PH5-5AB N - Larger gauge
Total with
LXE-S32-E/PH5-5AB ARC-532-A/PH5-5AB condition Larger gauge
LXE-R33-E/PH5-7AB ARC1-R33-(A or B)/PH5-7AB Total -
LXE-S33-E/PH5-7AB ARC1-S33-(A or B)/PH5-7AB Total -
LXE-R33-E/PH5-7AA ARC1-R33-(A or B)/PH5-7AA
+ INT-R33-E-xx + INT-R33-E-xx (Easy Total -
(Easy Secure) Secure)
LXE-S33-E/PH5-7AA ARC1-S33-(A or B)/PH5-7AA
+ INT-E-7AA/7AB + INT-E-7AA/7AB Total -
(EasySecure) (EasySecure)
Total with
LXE-W32-E/PH5-5AA ARC-W32-A/PH5-5AA condition Larger gauge
LXE-W33-E/PH5-7AA ARCl'W33;gAA°r B)/PHS- Total -
LXE-W33-E/PH5-7BB ARC1-W33-(A or B)/PH5-
+ INT-E-xAA/7BB 7BB + INT-E-xAA/7BB Total -
(RemoteSecure) (RemoteSecure)
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|1-4,

Original Reference

LX1 reader migration grid

New Compatible
reference

Compatibility

Conditions

LX1-R31-A/1A3-xx

ARC1-R31-(A or B)/PH1-xx

Total with conditions

3 m cable (instead of 0.5 m)

LX1-R31-A/PH1-xx

ARC1-R31-(A or B)/PH1-xx

Total with conditions

3 m cable (instead of 0.5 m)
SCB with SECard + import .spa &
BCA

LX1-R31-B/1A3-xx

ARC1-R31-(A or B)/PH1-xx

Total

LX1-R31-B/PH1-xx

ARC1-R31-(A or B)/PH1-xx

Total with conditions

SCB with SECard + import .spa &
BCA

LX1-R31-(A ou B)/PH1-
2K

No

LX1-R31-A/PH2-3T

ARC1-R31-(A or B)/PH5-3T

Total with conditions

3 m cable (instead of 0.5 m)
Conf. SECard

LX1-R31-B/PH2-3T

ARC1-R31-(A or B)/PH5-3T

Total with conditions

SECard configuration

LX1-R31-E/103-xx

ARC1-R31-(A or B)/PH1-xx

Total with conditions

3 m cable (instead of 0.5 m)

LX1-R31-G/103-xx

ARC1-R31-(A or B)/PH1-xx

Total

LX1-R31-E/PH1-xx

ARC1-R31-(A or B)/PH1-xx

Total with conditions

3 m cable (instead of 0.5 m)

LX1-R31-G/PH1-xx

ARC1-R31-(A or B)/PH1-xx

Total

LX1-R31-E/PH5-xx

ARC1-R31-(A or B)/PH5-xx

Total with conditions

3 m cable (instead of 0.5 m)

LX1-R31-G/PH5-xx

ARC1-R31-(A or B)/PH5-xx

Total

LX1-S31-E/PH5-xx

Total with conditions

3 m cable (instead of 0.5 m)

LX1-531-G/PH5-xx

ARC1-531-(A or B)/PH5-xx
ARC1-S31-(A or B)/PH5-xx

Total
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|1-3.

Original Reference

MS module migration grid

New Compatible
Reference

Compatibility

Conditions

MS-R31-A/1A3-xx

MS-R31-E/103-xx

Total

MS-R31-A/PH1-xx

MS-R31-E/PH5-xx

Total with condition

SCB with SECard + import .spa &

BCA
MS-R31-A/PH1-2K No - -
MS-R31-A/PH2-3T MS-R31-E/103-3T Total -
MS-R31-A/X03-2B MS-R31-E/103-2B Partial Not ISO 15693
MS-R31-A/X03-2H MS-R31-E/103-2H Partial Not ISO 15693
MS-R31-A/X03-3CB MS-R31-E/103-3CB Partial Not ISO 15693
MS-R31-A/X03-3i MS-R31-E/103-3i Partial Not ISO 15693
MS-R31-A/X03-3CA MS-R31-E/103-3CA Partial Not ISO 15693

MS-R31-A/203-2B

Not ISO 15693

No -
MS-R31-A/203-2H No ) Not ISO 15693
MS-R31-A/203-3C No : Not ISO 15693
MS-R31-A/203-3i No ) Not ISO 15693

MS-R31-A/103-5D

MS-R31-E/PH5-5AB

Integrated protocol S5AB

MS-W31-X/PH1-5D

MS-W31-E/PH5-5AA

Total with condition

Integrated SSCP protocol

MS-W31-X/St1-5)

No - -
MS-W31-X/PH1-5M No ) SSCP =1 stop bit
MS-W31-X/St1-5N No : )

MS-W31-A/PH1-5V

MS-W31-E/PH5-5AA

Partial

UID Master Mode (fn
autonomous)
+ integrated SSCP protocol

MS-W31-D/PH3-5K

No

Not ISO 15693

|I-6.

Original Reference

M1 module migration grid

New Compatible
Reference

Compatibility

Conditions

M1-X31-A/PH1-5V No - -
M1-R31-A/1A3-XX No - -
M1-R31-A/PH1-XX No - -
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Original Reference

New Compatible
Reference

Compatibility

LSTid

Electronic Identification

Conditions

Not ISO 15693

ARC-R3x-G/PH5-5AB Partial
STR-R3x-B/X03-5X — + Integrated protocol 5AB
ARC-R3x-L/LE2-5AB . Integrated protocol 5AB
conditions
STR-R35-E/PH5-5AB ARC-R35-G/PH5-5AB Total -
STR-R32-E/PH5-5AB No No ARC RS232 desktop reader
STR-S35-E/PH5-5AB ARC-S35-G/PH5-5AB Total -
STR-532-E/PH5-5AB No No ARC RS232 desktop reader
STR-W35-B/PH1-5D ARC-W35-G/PH5-5AA Totalewith Integrated SSCP protocol
conditions
STR-W3X-B/PH1-5M No - SSCP = 1 stop hit
UID Master Mode (fn
STR-W3X-B/PH1-5V ARC-W35-G/PH5-5AA Partial autonomous)
+ integrated SSCP protocol
STR-W3X-B/PH3-5K No - No ISO 15693 in read / write
STR-W32-E/PH5-5AA No No ARC RS232 desktop reader
STR-W35-E/PH5-5AA ARC-W35-G/PH5-5AA Total -

1I-8.  Keypad reader migration grid

Original Reference

New Compatible
LEEE

Compatibility

Conditions

LCI-R31-A/1A3-xx ARC-R31-B/103-xx Total .
LCI-R31-A/PHI- xx ARC-R31-B/PH5-xx Totale with SCBwith SECard + Import spa &
LXC-R31-E/103- X ARC-R31-B/103-xx Total :
LXC-R31-G/103- XX ARC-R31-B/103-xx Total :
LXC-R31-G/PH5- xx ARC-R31-B/PH5-xx Total .
LXC-$31-G/PH5-xx ARC-S31-B/PH5-xx Total :
LXC-R32-E/PH5-5AB | ARC-R32-B/PH5-5AB Total :
LXC-S32-E/PH5-5AB | ARC-S32-B/PH5-5AB Total :
LXC-R33-E/PH5-7AB | ARC-R33-B/PH5-7AB Total .
LXC-S33-E/PH5-7AB | ARC-S33-B/PH5-7AB Total :
LXC-W32-E/PH5-5AA | ARC-W32-B/PH5-5AA Total :
LXC-W33-E/PH5-7AA | ARC-W33-B/PH5-7AA Total :

27/06/2019

Readers Migration Version 2.1

Page 10/ 21

www.stid-security.com




Readers migration

LSTid

Electronic Identification

-9, Biometric reader migration grid

Original Reference

New Compatible
Reference

Compatibility

Conditions

LDS-R31-E/PH5-xx ARC-R31-D/PH5-xx Total -
LDS-S31-E/PH5-xx ARC-S31-D/PH5-xx Total -
LDS-R33-E/PH5-7AA ARC-R33-D/PHS5-7AA
+ INT-R33-E-xx + INT-R33-E-xx Total -
(EasySecure) (EasySecure)
LDS-W33-E/PH5-7AA ARC-W33-D/PH5-7AA Total -
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1. Implementation of mixed fleet

Many cases may require a mixed fleet of Standard readers A and/or E and ARCHITECT® readers:
v Case 1: extension of an installation with standard A reader.
v' Case 2: replacement of standard A reader.
v Case 3: extension of an installation with standard E reader.

v' Case 4: replacement of standard E reader.

I1I-1.  Caseland?

Reading of CSN only

Standard readers A and Architect® readers are configured to read MIFARE Classic® serial number
(UID).
This case does not require specific operation. Compatibility between the two ranges is complete.

Private Id reading

Readers must be configured to read a private ID on MIFARE Classic®.
This case requires two configuration cards, a BCA for standard readers A and a SCB for Architect®
readers.

11I-2.  Cosedand4

Reading of CSN only

Standard readers E and Architect® readers are configured to read the serial number (UID) of the
same chips.
This case does not require specific operation. Compatibility between the two ranges is complete.

Reading of Private ID

Readers must be configured to read the same private ID on chip MIFARE®.

The SCB created to configure the standard reader E are compatible with Architect® readers.

In this case, the Architect® readers behave like standard readers (no management of news
functionalities). No specific action is required.

To manage all the news Architect® features it will be necessary to recreate a SCB configuration
card with SECard (from V2.0.x).
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IV. Migration of configuration: SECard

Objectives:

v Generate, with SECard, a new configuration card (SCB) that will allow Architect® readers
to read user cards identically to standard readers A.

v' Generate, with SECard, a new configuration card (SCB) that will allow Architect® readers
to read user cards identically to standard readers E and to use the latest Architect®

features.

v Create user cards indifferently with PRG-PH1 or SECard.
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IV-1.  Objectivel

Generate, with SECard, a new configuration card (SCB) that will allow Architect® readers to read user
cards identically to standard readers (methods 1, 2 or 3).

&% PRG-Ph1 — acnlwisin

C2STid

Identification Electronique

Welcome | Administration | BCA settings| MAD | Secure Plus| BCE card |

Sysfeme

mfg

equrise

Turning RFID into Reality

Encoder

PRG-Ph1 \ %

o

W ronces

Version 2.2.

0 Help

Communication port status

Copyright 2011

@} SECard - The software tool to keep control of your security ¢ = =
-

SeCARD .. -

The software tool to keep control of your security User manual

SECard Reader User card Tools
settings configuration management

Access directly
Manage security settings Create Create to different RFID functions

your own configuration your user cards
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Architect® readers must be configured with a configuration card (SCB) created from the SECard
software. They cannot be configured with the old configuration card (BCA) created with PRG-PH1.

Three methods allow import the current configuration in SECard.
Depending on the method, the configuration allows:

e To configure only the reader to read existing user cards.
To configure the reader to read existing user cards and to create new ones.

The choice of method is listed below:

No BCA card Manual entry of readers’
Method 1 configuration and users cards
No configuration file .spa creation
Import readers’configuration
BCA card Method 2 .
settings
Configuration file .spa Method 3 Import readers con.flguranlon and
user cards creation settings

Method 1: Manual entry of configuration in SECard

All configuration parameters must be entered in the appropriate fields in the Setup Wizard
SECard.

( ) ’ SCB Wizard configuration
4 \‘ r \: “ For models:
6 ) ARC-A, ARC-B, ARC-C, ARC-D, ARC-E, ARC-F, ARC-G and
A ARC1
- scBlevel
© Full settings Reader seftings only Chips settings only
- AR, ARC.0 AROL, 2 I Reader ¢§ Settings o Keys ‘ u7|
Curent canfigurations MIFARE DESFire 2§ Settings 4 Keys
- L
s
. ) I D MIFARE Plus SL3 [f setings | [ Keys |
‘r‘\
I%‘ I MIFARE Classic/SL1 ](f Settings 4f Keys
o h Detailed MIFARE UltraLight/C (f Settings of Keys
a configurations
“ g ) NFC-HCE ¢f  Seftings o Keys
=
o - Read
=) D CPS3 ¢f Settings
preate Cument operation:  None 125KHZ/3.25MHz. ¢ Seftings
Sta
% e - . :
-
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Method 2: Import, in SECard, of reading parameters from BCA configuration card, created with
PRG-PHL.

For this readers’ migration, a tool has been added to SECard allows import the reading parameters
of A reader, from BCA configuration card created with PRG-PHL1.

It is necessary to know the value of the company key BCA.
This tool is accessible, in SECard (V.2.x.x), from button “Tools”

&) SECard - The software tool to keep control of your security (=N
Tools
Import configuration from previous Reader generation
0_ This utility allows you to import confi ion data card p from the previous generation of settings files
Settings and configuration cards (PRG-Ph1 pi i ftware, BCA ion cards).
N
l I Import method
Reader () Import settings into current MIFARE Classic/SL1 configuration
configuration
Q © Save imported settings into SECard setting file .\ImportBCA.eSe
Create © Both
user cards
L §
*
Tools -BCA company key ~Note
-] BCA import only recovers read p: from the configuration and
N Key value FFFFFFEFFFEF NOT card encoding settings.
ﬂ J ‘ Only SPA file import recovers the full configuration
Lock
e
o
Erca ¥ Y Bea import
Current operation None
A Status: T
SPA file import
ESE/PSE
-

There are three import methods:
Reading an existing BCA configuration card

v'and import configuration parameters to the Mifare Classic/SL1 configuration:
The MIFARE® Classic parameters are filled into card configuration utility of SECard “SCB
Wizard”.

v'and save the parameters into .eSe file:
Parameters are saved in .eSe file (by default BCAImport.eSe) different from that used for
the general configuration.

v' Both:
The MIFARE® Classic parameters are filled into card configuration utility of SECard “SCB
Wizard”
and saved in .eSe file (by default BCAImport.eSe) different from that used for the general
configuration.
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Once method selected click on

‘ |‘i;‘? BCA import ‘

With this method only the parameters necessary for the reader to read card users will be

imported (ie. green boxes).

{x¢ PRG-Phl

i acironique |

=
ol

Secure Plus] Badge BCE ] Programmation]

(= =]

: o)
- o

.. "L

Securité

ClE Enfreprise A8 AL AL AL AL AL m ] Masquée

’rﬂmﬂredec‘lésuﬁn!etrr

() Une clé (RW) (@ Deux clés (R &W)

[] Effacer a I'arrachement

[i/f Clé(s) volatile(s) dans le lecteur
C1& uffieateur de fecture

e —____________|

Clé actuelle Changer de clé [

34 TF 4EAT 0T AC

El &l

FF FF FF FF FF FF

Accueil ] Administration ~ Badge configuration BCA MAD |
Type. format et emplacement des données
Détection
@ Code privé Code privé sinon UID N* de série unique (UID}
Format des données
Standard Personnafisé
Wiegand 3i (Hexa 24bits) Wiegand 3c (Hexa 40bits) @ Decimal
1802 Zh (Décimal 32bits) Wiegand 3L (Hexa 32bits) Hexadecimal
. . - : Nombre
Is02 2b (Decimal 40bits) Wiegand 3L (Hexa 40bits) —
( ) Weg ( ) doctetis) 7 =)
Wiegand 3c (Hexa 32bits) (@ Personnalisé lu(s)
Position darn= % M Sens de lecture inversé
le secteur (Octet n*): [] Sens décriture inversé
Emplacement des données dans ta carte Badge de configuration
’7 () Automatique @) Personnalisé (@) Déja configurée

(7) Vierge (FFFFFFFFFFFF)

() Vierge (ADA1AZAZALAS)

Cié uffisateur d'écriture
[] Déja en mode deux clés utiisateur

Clé actuelle
FF FF FF FF FF FF

Ellal

Changer de clé [/
33D640BEB4F2

El&

[<]

Statut du port de communication

Activité H;} |

- |esemeacy)
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Method 3: Import, in SECard, of configuration file .spa, created with PRG-PH1

For this readers’ migration, a tool has been added to SECard allows import the reading parameters
of A reader, from .spa file configuration created with PRG-PH1.

This tool is accessible, in SECard (V2.x.x), from button “Tools”

&) SECard - The software tool to keep control of your security [N
Tools
Import configuration from previous Reader generation
0_ This utility allows you to import confi ion data card p from the previous generation of settings files
Settings and configuration cards (PRG-Ph1 pi ing software, BCA guration cards).
\\
l I -Import method
Reader () Import settings into current MIFARE Classic/SL1 configuration
configuration
Q © Save imported settings into SECard setting file .\ImportBCA.eSe
Create ) Both
user cards
X
*
Tools -BCA company key ~Note
B BCA import only recovers read p from the g 1 and
N Key value FFFFFFFFFFEF NOT card encoding settings.
ﬁ l | Only SPA file import recovers the full configuration.
Lock ‘
Eis
ie N
BCA R 2 ™ BCA import
Current operation: None
o Status
fa 5 .
8/ SPA file import
ESE/PSE a

There are three import methods:

v' Import configuration parameters from existing .spa file to the Mifare Classic/SL1
configuration:

The MIFARE® Classic parameters are filled into card configuration utility of SECard “SCB
Wizard”.

v" Save .eSe file:

Parameters are saved in .eSe file (by default BCAImport.eSe) different from that used for
the general configuration.

v' Both:

The MIFARE® Classic parameters are filled into card configuration utility of SECard “SCB
Wizard”

and saved in .eSe file (by default BCAImport.eSe) different from that used for the general
configuration.

Y

¥ SPA file import

—_

Once method selected click on
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With this method all the parameters necessary for the reader to read users card will be imported
(i.e. green boxes) and all write parameters (i.e. red boxes) necessary for the encoding of new user
card.

Note:

e “BCA company key” on 6 bytes will be imported into “SCB company key” field with zero
padding left to reach the 16 bytes.

e Secure Plus parameters will not be imported because the functionality does not exist in
this form in SECard.

e The configuration of communication parameters (baudrate, COM port number) will not be
imported in view of the differences between the range E/ A & ARC.

e The key values of BCE card will be copied in the table of values read "Cryptolkeys" of SKB
card.

Keys

Crypto 1

Index # Read keys array

1 DA 2A EA 95 DE BE
2 EA 1E B9 77 5E 79
3 58 73 F&8 40 EE 7é
4 16 E3 81 56 74 4D
5 EA Cée 73 BO 04 CF
6 EF SE DB 90 7D 835

7 27 2C 72 1F %E F5 -~
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IV-2.  Objective 2

Generate, with SECard, a new configuration card (SCB) that will allow Architect® readers to read user
cards identically to standard readers E and to use the latest Architect® features (method 4).

For this readers’ migration, a tool has been added to SECard allows import the reading parameters of
E reader, from .ese file configuration created with SECard version < 2.x.x.

It is necessary to know the password of .ese file if the file is protected.
This tool is accessible, in SECard (V2.x.x), from button “Tools”

p
@) SECard - The software tool to keep control of your security { =) )

Tools

Configuration file converter

& :
Q Configuration files
Settings
Original ESE file Save as new PSE file
ET ESE filename B PSE filename ®
Reader
configuration
-New PSE file passwords -
=
Password for PSE file protection (optional) To protect the software access and your file .PSE, we recommend to create
Create strong passwords including a minimum of 8 characters, mix of capital and
user cards small letters, at least a digit and a special character.
2 Administrator password Power User password User password
A o
Tools
=
| } [} Show passwords
BCA

["]1Delete ESE after conversion

Current operation: None

Status:

i A
Ad ‘ 83 Convert ’

After .pse file created, the configuration wizard allows you to change reader settings.

Refer to SECard manual to create the configuration card and save the configuration into .pse file.

IV-3.  Objective 3

Create user cards indifferently with PRG-PH1 or SECard once set.

You have to follow the method 1, 3 or 4 so that all the parameters necessary for encoding user cards
are entered in the SECard software.
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V. Serial readers Read / Write

Protocols (5D, 5V, 7B) of range A are not available on Standard E readers or on Architect® readers.

To support new generations of chips and implement secure communications functions, the STid
Secure Common Protocol (SSCP) has been developed.

All functionalities of range A have been kept in Standard E and Architect® range.

The open protocol SSCP can secure the connection between the reader and the system, by data
encryption (AES) and mutual authentication "reader-controller" before any communication

This serial protocol allows the exploitation of all chips range Mifare® securely or insecurely:
MIFARE® Classic, MIFARE Plus®, MIFARE® DESFire® and DESFire® EV1, MIFARE® Ultralight® C.

Serial interface parameters:

9600, 19200, 38400, 57600, 115200 bauds.
Baudrate default 38400
Number of bits 8
Transfer Mode LSB first
Stop bit 1
RS485 Default broadcast address 00h.

MIFARE® SDK (DEVKIT) will enable the integration of SSCP protocol and functions read and
write for Ultralight® C, MIFARE® Classic, MIFARE Plus® and MIFARE® DESFire® chips.

Training is available to assist you in the integration of MIFARE Plus® and DESFire® technologies
in access control systems, and in the development of applications using these technologies.
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